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Abstract: Cloud Computing is widely recognized as a recent computing paradigm of digital
transformation, in which scalable and elastic computational resources are delivered as a service
through internet technologies. Understanding the impacts of the Cloud model on how
companies organize their processes is essential. This study aims to investigate the main impacts
of the Cloud Computing model on the processes within the Information Technology
Infrastructure Library (ITIL) framework. A systematic literature review (SLR) was conducted,
whose results suggest that certain aspects may be underexplored in the traditional academic
literature. Consequently, we conducted qualitative research using semi-structured interviews
with ITIL-certified professionals from nine countries. This approach allowed us to collect
valuable and in-depth insights, contributing to a better understanding of the subject. Our
analysis of the SLR results indicates that several ITIL framework processes have been affected,
which may lead to a re-evaluation of the framework. We identified benefits, constraints to
innovation, and strategies for creating a sustainable environment when implementing these
processes. The findings revealed a scarcity of studies on the relationship between Cloud
Computing and ITIL. Perspectives from ITIL professionals provided useful insights into the
benefits, constraints, impacts, and affected processes. This study may serve as a valuable
resource for ITIL clients, decision-makers, and developers.
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Relacién entre el modelo de computacién en la nube y la Biblioteca de Infraestructura de
Tecnologias de la Informacién (ITIL) desde la perspectiva de expertos

Resumen: la computacién en la nube es ampliamente reconocida como un paradigma emergente en el contexto de la transformacién
digital, en el cual los recursos computacionales escalables y flexibles se proporcionan como servicios mediante tecnologias basadas
en internet. Comprender los impactos de este modelo en la organizacién de los procesos empresariales resulta fundamental. El
presente estudio tiene como objetivo analizar los principales efectos del modelo de computacién en la nube sobre los procesos
definidos en el marco de la Biblioteca de Infraestructura de Tecnologias de la Informacién (ITIL, por sus siglas en inglés). Para ello,
se llevé a cabo una revision sistematica de la literatura, cuyos resultados indican que ciertos aspectos han sido escasamente
abordados en la literatura académica tradicional. En respuesta a esta limitacién, se desarrollé una investigacion cualitativa basada
en entrevistas semiestructuradas a profesionales certificados en ITIL provenientes de nueve paises. Esta metodologia permitié
obtener aportes valiosos y en profundidad, lo que contribuyé a una comprensiéon mas integral del fendmeno. El analisis de los
resultados de la revision de literatura revela que mdltiples procesos contemplados en el marco ITIL se han visto afectados, lo que
podria justificar una revaluacién del mismo. Se identificaron beneficios, restricciones a la innovacién y estrategias para fomentar un
entorno sostenible durante la implementacién de dichos procesos. Asimismo, los hallazgos evidencian una escasez de estudios que
exploren la relaciéon entre computaciéon en la nube e ITIL Las perspectivas de los profesionales entrevistados ofrecieron
conocimientos significativos sobre los beneficios, limitaciones, impactos y procesos involucrados. Este estudio puede constituirse en
un recurso valioso para clientes, tomadores de decisiones y desarrolladores que operan bajo el marco ITIL.

Palabras clave: computacién en la nube, Biblioteca de Infraestructura de Tecnologias de la Informacién (ITIL), entrevistas.

A relacdo entre o modelo de computacdo em nuvem e a Information Technology Infrastructure
Library (ITIL) do ponto de vista dos especialistas

Resumo: A computacdo em nuvem é amplamente reconhecida como um paradigma computacional emergente no contexto da
transformacdo digital, no qual recursos computacionais escaldveis e elasticos sdo entregues como um servico por meio de
tecnologias da internet. Entender os impactos do modelo de computagdo em nuvem na forma como as empresas organizam seus
processos é essencial. Este estudo tem como objetivo investigar os principais impactos desse modelo nos processos no dmbito da
Information Technology Infrastructure Library (ITIL). Foi realizada uma revisdo sistematica da literatura, cujos resultados sugerem
que certos aspectos foram escassamente abordados na literatura académica tradicional. Consequentemente, realizamos uma
pesquisa qualitativa por meio de entrevistas semiestruturadas com profissionais certificados em ITIL de nove paises. Essa abordagem
nos permitiu coletar insights valiosos e aprofundados, contribuindo para uma melhor compreensao do assunto. Nossa analise dos
resultados da revisdo indica que varios processos do framework ITIL foram afetados, o que pode levar a sua reavaliacdo.
Identificamos beneficios, restricdes a inovagdo e estratégias para criar um ambiente sustentdvel ao implementar esses processos.
Os resultados revelaram uma escassez de estudos sobre a relagdo entre computacdo em nuvem e ITIL. As perspectivas dos
profissionais da ITIL forneceram informacdes lteis sobre os beneficios, restricdes, impactos e processos afetados. Este estudo pode
servir como um recurso valioso para clientes, tomadores de decisao e desenvolvedores.

Palavras-chave: computacdo em nuvem, Information Technology Infrastructure Library (ITIL), entrevistas.
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Introduction

Digital transformation has provided new opportunities for organizations and led to evident
improvements in the way they structure the delivery of their services (Benavides et a/, 2020;
Chanias & Hess, 2016; Karkoskova, 2018). Cloud Computing (cc) has emerged as a major
technological trend in recent years, capturing the attention of both It professionals and researchers
(Branco et al, 2019). Rather than being a standalone technology, cc represents a new paradigm
of computing—a business model supported by innovative technologies that optimize how
computational resources are provided (Karkoskova, 2018; Zaman & Rani, 2022). This model aims
to streamline the delivery and utilization of IT infrastructure, platforms, and applications as services
offered over the Internet by IT providers.

cc is mainly characterized by its scalability and elasticity (Branco et a/, 2017; Goyal, 2014;
Shetty & Panda, 2021), which enable organizations to adjust the amount of contracted
computational resources or their deployment within the infrastructure, along with opportunities for
cost reduction (Branco et a/, 2019; Shetty & Panda, 2021). Despite these advantages, there are
challenges that need to be addressed in an organization's strategic planning to ensure that I
resources remain properly aligned with business objectives (Bailey & Becker, 2014). In this context,
it is crucial to assess whether the Information Technology Infrastructure Library (i7iL) framework, as
a widely recognized standard (Beckers et a/, 2013; Jansen, 2011; Karkoskova, 2018), is, or should
be, equipped to meet the specific requirements of the cc model. This alignment is essential to
provide organizations with effective management of inherent risks and to maintain the quality
standards expected.

The main objective of this research is to analyze ITiL, as the most adopted IT framework
worldwide, in order to understand whether its processes adequately address the specific
characteristics of the cc model. The previous objective is then translated into the following research
question: Is ImiL still appropriate to be applied in cc model context organizations?

To address this central question, the research further explores the following sub-questions:

1. What are the processes within ITiL that could be impacted by the characteristics of the cc
model?
2. Should ImiL be reframed to accommodate the characteristics of the cc model?

To pursue the defined objective and answer the formulated research questions, a systematic
literature review (SLR) was conducted, with its steps outlined in the following section. The SLR results
indicate that certain aspects may remain unexplored in the traditional academic literature
(Heininger, 2012; Karkoskova, 2018; Wang et a/, 2021). Consequently, a qualitative research
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approach using a semi-structured interviews methodology was employed, as it is a widely used
technique (DiCicco-Bloom & Crabtree, 2006). The goal of this approach is to gather subjective
insights from knowledgeable professionals. This methodology offers the flexibility to gather
targeted research inputs as well as unexpected additional information, potentially enriching the
current analysis and contributing to a more comprehensive understanding of the topic (Kallio et
al, 2016; McIntosh & Morse, 2015; Rabionet, 2011).

This article is structured as follows: the next section introduces the theoretical background
necessary to understand the concepts of cc and ITiL. Following this, we conducted an str in order
to provide a summary of the current knowledge on the topic. The subsequent section outlines the
research methodology, including details on data collection and analysis. Finally, the conclusions
are presented, highlighting theoretical and managerial implications, along with the study's
limitations and suggestions for future research.

Theoretical background

This section defines the scope of the investigation, providing a clear overview of its main
topics. It begins with a general introduction to the subject and cc. Next, it details the key studies
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related to cc and ITIL. Finally, it presents information on a systematic literature review, along with
a synthesis of the findings concerning cc and miL.

Cloud Computing (cc)

According to several authors, the definition of cc is formally explained by the National
Institute of Standards and Technology (NisT) (Bounagui et a/, 2019; Jansen, 2011). NisT describes
cc as a "model for enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal management effort or service provider
interaction” (Mell & Grance, 2011, p. 2) From a more practical perspective, cC can be defined as
applications delivered as services over the internet, supported by systems software hosted in data
centers that enable those services (Armbrust ef a/, 2010).

Additionally, NisT outlines the key characteristics of cc (on-demand self-service, broad
network access, resource pooling, and rapid elasticity), as well as the service models (software as a
service, platform as a service, infrastructure as a service) and deployment models (private cloud,
community cloud, public cloud, and hybrid cloud).

The service and deployment models of cloud

The service and deployment models of the cloud were also clearly defined by Mell and Grance
(2011). Therefore, three main service models constitute this business model such as software as a
service (SaaS), platform as a service (PaaS), and infrastructure as a service (laaS). Using SaaS
services, clients can operate on the applications of the provider under a cloud infrastructure, but
do not usually detain the management or “control of the underlying cloud infrastructure” (Mell &
Grance, 2011). Under PaaS services, the csp allows its clients to have a development environment
where they can manage, run or develop applications under the csp support. With exception to the
applications, clients do not usually detain the management or “control of the underlying cloud
infrastructure” (Mell & Grance, 2011).

In the laaS services, the csp offers computational resources such as storage, networks,
processing, and the client can run and deploy software. Although the client manages the “operating
systems, storage, and deployed applications,” they do not usually detain the management or
“control of the underlying cloud infrastructure” (Mell & Grance, 2011).

There are four existing deployment models in this context: private cloud, community, public,
and hybrid, which can be, among other factors, categorized by ownership and accessibility. In the
private cloud model, the infrastructure is exclusively used by a single organization, which may own
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and manage it. In the community cloud model, the infrastructure is shared by a limited number of
organizations and/or users, who may collectively own and manage it (Mell & Grance, 2011).In a
public cloud, the public may use the infrastructure and is managed by “business, academic, or
government organization” (Mell & Grance, 2011). The combination of at least two of the
infrastructures above mentioned is designated as hybrid cloud. Through this deployment model,
data and application mobility is possible between them (Mell & Grance, 2011).

Benefits and risks of the cc mode/

The cc model introduces several benefits and risks (Bounagui et a/, 2019; Chou, 2015;
Taghavifard & Majidian, 2022). The main benefits of cC include accessibility, cost savings in I,
management of external security services, scalability, flexibility, handling of external IT
management tasks, and enhanced mobility (Chou, 2015; Zaman & Rani, 2022). However, various
significant risks are associated with cc, particularly concerning authentication, data security and
privacy, integration with internal systems, system availability, business continuity, and ownership
of content alongside other legal requirements (Chou, 2015). The main challenges that the cloud
model brought are mainly caused by the lack of a proper cc governance approach regarding the
control of cloud environments and risk mitigation (Bounagui et a/, 2019).

7L

Created by the British government in the late '80s, the ITiL framework provides a set of best
practices that are widely accepted as the most popular approach for itsm (Bailey & Becker, 2014).
These best practices have been collected from both global public and private sector entities (Ahmad
& Shamsudin, 2013). As a de facto standard for IT management processes, this set of best practices
is particularly evident in operations and IT maintenance (Cardoso, Moreira, & Escudero, 2018). The
primary objective of ITIL is to assist IT in delivering cost-effective services that align with business
requirements, which are typically articulated through service level agreements (Iden & Eikebrokk,
2014). The most recent release of this framework, ITiL 4, was published by AxeLos in February 2019,
reflecting the themes of the Fourth Industrial Revolution.

In this work, the focus will be on the ITiLv3 2011 edition. Table 1 presents the process groups
and their elements (processes and functions).

Table 1. imiL Process Groups.

Process group/books Processes

Financial management, service portfolio management, business relationship

Service strategy management, demand management, strategy generation.
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Process group/books

Processes

Service design

Service level management, availability management, capacity management, IT service
continuity management, service catalog management, information security management,
supplier management, design coordination, requirements engineering, data and
information management.

Service transition

Change management, service asset & configuration management, release and
deployment management, transition planning and support, service validation and testing
change evaluation, knowledge management.

Service operation

Incident management, problem management, request fulfilment, access management,
event management, technical management, IT operations management, applications

management, service desk, operational activities in other lifecycle phases.

Continual service

. Service improvement, service measurement, service reporting.
Improvement

Source: authors.

Almost every entry in the elements section is an operational process, except for those under
the service strategy and the continual service improvement domains, which are classified as
governance processes. In the context of the service operation domain, technical management, IT
operations management, applications management, and service desk are recognized as functions.
While a process is a structured set of activities designed to accomplish a specific objective,” a
function is described as “a team or group of people and the tools or other resources they use to
carry out one or more processes or activities.

Related work

To obtain information in the scientific literature, an stk was conducted following the
guidelines of Kitchenham (2009), who defines it as a methodical and rigorous review of research
results aimed at aggregating all existing evidence on a research question and supporting the
development of evidence-based guidelines for practitioners. Below, the research questions:

1. RQ1: Which topics of ImiL processes applied to cloud-based environments are researched and
published?
2. RQ2: What is the activity for SLR?

Table 2. Filtered list and results from repositories.

Research Kevwords 1st filter: 2nd filterr  3rd filter:  4th filter: Year 5th filter:
database ywW Full text Abstract Title >2010 English only
ACM "ImiL" AND Cloud 282 22 1 1 1
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https://doi.org/10.15446/innovar.v35n97.103425

Research 1st filter: 2nd filterr  3rd filter:  4th filter: Year 5th filter:
Keywords

database Full text Abstract Title >2010 English only
"Information Technology
Infrastructure Library" AND 92 7 1 1 1
Cloud
Total 374 29 2 2 2
"ImL" AND Cloud 1,541 41 7 7 1
EBSCO "Information Technology
Infrastructure Library" AND 43 2 1 1 1
Cloud
Total 1,584 43 8 8 2
"ImL" AND Cloud 517 20 2 2 2
IEEE "Information Technology
Infrastructure Library" AND 147 19 0 0 0
Cloud
Total 664 39 2 2 2
"ImL" AND Cloud 861 60 11 11 10
Scopus "Information Technology
Infrastructure Library" AND 113 18 2 2 2
Cloud
Total 974 78 13 13 12
Springer "ImL" AND Cloud 1,158 X 6 4 1
"Information Technology
Springer Infrastructure Library" AND 232 X 1 1 1
Cloud
Total 1,390 0 7 5 2
WOS "ImL" AND Cloud 50 34 7 7 6
"Information Technology
WOS Infrastructure Library" AND 21 15 2 2 2
Cloud
Total 71 49 9 9 8
Grand total 5,057 238 11 39 28

Source: authors.

In the first filter on table 3, keywords for each repository were entered, and a search was
conducted using these keywords within the abstracts. The second filter applied the same logic to
the titles of the documents. The third filter involved selecting only journal articles or conference
proceedings published after 2010. In the fourth filter, only publications in English were considered.
The fifth filter removed duplicate publications, and the final filter applied quality requirements
based on the journal or conference ranking.
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Due to the reduced number of articles identified in the electronic repositories, an additional
step was incorporated into this process, which involved analyzing the references cited in the
identified articles. Following the same criteria (filters and inclusion/exclusion criteria), six
additional articles containing relevant information for this dissertation were discovered, with
Google Scholar and ResearchGate being the repositories that yielded these results.

After conducting a thorough analysis of these 14 contributions, it was determined that 10
of these papers closely aligned with the defined criteria and will be analyzed in the following
subchapters. The flow of filtration is illustrated in figure 1.

Figure 1. Flow of filtration process.

Adticles identified in Avticles where keywords
Excluded

clectronical repositories are not in title

(5057) (4819%)

!

Articles identified in Articles where keywords
. . e Excluded A
electronical repositories — ] arg not in title
(238) (197)

]

Articles identified in
electronical repositories
(41}

!

Articles rejected by not Acticles identified in
P - Excluded e itories
following inclusion criteria electronical repositorics
[ARN (349)

|

Elimination of duplicate Excluded Adticles identified in
. “xeluded .
articles © electronical repositories

{16 (28)

]

Final Articles identified in
clectromical repositories
(12}

]
¥
Final Articles identified in ) Acrticles identified through
electronical repositories Included Backward Snowhalling
(14) (2)

Source: authors.

Related work synthesis

From the sLRr, although the number of relevant studies identified is not high, the contributions
identified provide valuable insights on the studied subject. Therefore, it has been possible to
identify some of the ITIL processes that can and/or should be adapted to the cloud context to attest
to the importance of the ImiL guidance in the migration to the cloud. Moreover, it allowed us to
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understand which and how the widely known cloud model characteristics may impact the ITiL
processes (Fiegler et a/, 2016).

Some of the identified articles either propose an extension of ML to accommodate the
characteristics of cc (Karkoskova, 2018) or develop a framework to facilitate the transition to cloud-
based services (Cardoso et a/, 2018). Other studies suggest that—due to the benefits and risks
inherent in the cloud-based model—iTiL should be entirely reframed to mitigate these risks and
better leverage the benefits to enhance organizational performance (Almourad & Hussain, 2014;
Wang et al, 2021).

Concerning the five essential characteristics of cc outlined by NisT (on-demand self-service,
broad network access, resource pooling, rapid elasticity, and measured service), it is noted that
three of them may significantly influence the implementation and operation of ITIL processes in
practice (Fiegler et al, 2016). Specifically, rapid elasticity may impact service operation processes,
including incident, problem, and event management; resource pooling is likely to affect service
transition processes such as change and configuration management; and on-demand self-service
may influence the handling of service design processes, particularly in capacity and SLA
management.

Table 3 indicates which are the main ImiL processes in which the cc model adoption will
require more effort for organizations when compared to the traditional on premise model. It can be
verified that service strategy is the most referred process impacted by the migration to the cloud.

Table 3. Final articles selected information.

Author [TIL processes impact/focus Type DB
Fiegler et al (2016) Operation, transition, design Conference ACM
proceeding
Mahalle et a/ (2018) Service operation Journal article EBSCO
Cardoso et al (2018) All processes Journal article ACM
Jansen (2011) Strategy, design, transition, and operation Journal article Scopus
Karkoskova (2018) All processes Journal article ACM
Service strategy, service design, service Conference
Lépez et al (2018) transition, . Scopus
. . proceeding
service operation
Wang et al (2021) All processes Journal article Scopus
Almourad and  Hussain Strate Journal article Research
(2014) 9y Gate
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https://doi.org/10.15446/innovar.v35n97.103425

Author [TIL processes impact,/focus Type DB

Google

Miller et al (2013) Strategy Journal article scholar

Source: authors.

Briefly, the sir produced the expected results. These valuable inputs will serve as a
foundation for conducting the subsequent semi-structured interviews aimed at gathering
information about the ITIL processes most impacted by the characteristics of the cc model, as
outlined in the following sections.

Research methodology

An sLr was conducted to achieve the defined objective and answer the formulated research
questions. The results of the sLr suggest the existence of potentially unexplored information within
the traditional academic literature (Heininger, 2012; Karkoskova, 2018; Wang et a/, 2021).
Consequently, qualitative research employing a semi-structured interview methodology was
applied, as it is a widely utilized technique (DiCicco-Bloom & Crabtree, 2006). The aim of this
approach was to gather subjective insights from knowledgeable professionals. This methodology
offers the flexibility to collect both anticipated research inputs and unexpected information, which
may enrich the current analysis and contribute to a more comprehensive understanding of the topic
(Kallio et a/, 2016; MclIntosh & Morse, 2015; Rabionet, 2011).

Data collection

Semi-structured were held using Zoom or Microsoft Teams to record the sessions for further
analysis. This technique serves as a valuable tool for gathering in-depth insights into participants'
experiences (Creswell, 2013; Myers, 2013; Myers & Newman, 2007), as it combines the use of both
specific and open-ended questions, thus providing the interviewer with the flexibility to probe
deeper through follow-up questions (Hove & Anda, 2005; Mclntosh & Morse, 2015).

The interviewees are proven experts in the field, with experience working closely in both
traditional on-premise IT models and cloud-based models. Additionally, each interviewee holds a
certification in the ImiL framework, with a minimum qualification of miL v3 (2007).

In the first phase, a profile analysis was conducted on LinkedIn to gather relevant candidates.
The search terms used were “ImiL" and/or “Cloud.” For the “ImL" results, the analysis focused on
whether the professionals had experience with cloud-based models, as indicated by their work
experience or certifications. For the “Cloud” results, it was assessed whether the professionals held
an ITiL certification, ranging from miL v3 (2007) to ImiL 4, including ‘foundations,’ ‘expert,’ or ‘master’

https://doi.org/10.15446/innovarv35n97.103425 11
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levels. Some interviewees whose profiles met the above criteria were directly invited due to their
recognition in the field for contributing miL framework ‘white papers' or ‘articles.’ In the second
phase, an interview guide was developed following the guidelines provided by McIntosh and Morse

(2015), as shown in figure 2.

Figure 2. Main phases of the semi-structured interview guide.

Identifying the .

prerequisites to Re'i_r;_e\_/mgtﬁnd Formulating of
use a Semi utiizing the the preliminary
Structured previous interview guide
Interview knowledge 9

Source: adapted from Mclntosh and Morse (2015).

Presenting the

Pilot Testing complete
interview guide

Each interview employed a combination of open and closed questions, allowing interviewees
to share both their experiences and perspectives on the topics addressed in this dissertation (see
Appendix A and B). This approach also enabled the interviewer to ask additional or follow-up
questions to clarify or eliminate ambiguity, by rephrasing or breaking down questions into further
sub-questions. Additionally, it allowed for the exploration of more in-depth responses on topics of
particular relevance to the present study. The profile of interviewees is presented in table 4.

Table 4. Profile of the interviewees.

ID  Gender  Country Job title MELS o el iy ITIL certifications
experience sector
1 M Portugal Head of T 2 Telco ITiL V3 Foundation, ImiL Manager, ITiL
processes Expert
mL V3 Foundation, ITIL MALC, ITIL
2 M Brazil Consultant 14 IT Capability (0sA, PPO, RCV, SOA), ITIL
Expert
3 M Kenya Co_nsultant, 16 T ITIL Expert, ITIL F_’ract|t|oner,_ .ITIL 4
trainer Managing Professional Transition
Head of
4 M USA service 28 I ITIL Master
management
5 M Brazil Professor 25 Education ITIL Foundations, ITIL Master
Information
6 M Bulgaria  security 15 T ITIL Foundations
officer
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ID  Gender  Country Job title Years o el ImiL certifications
experience sector
Philiopine ML v2 and v3 Foundations, ImiL v3
7 M s PP IT Director 20 Energy Foundation, miL Intermediate (0sA),
ITIL 4 Foundations
8 M Denmark Procgss 35 Transport ITIL Master
architect
9 M Portugal Project 18 T ImiL v3 Foundations
manager
mL  Foundation in Service
Management, ITiL  Intermediate
10 M Portugal Client success 12 cr Cert!ﬂcate in _IT Serv1ce_ Transm(_)n,
manager Service Operations, Continual Service
Improvement,  Service  Strategy,
Service Design, MALC,
ML Foundation Itsm, ITIL Practitioner
Change Management, ITIL
11 M Ireland CEO 22 Consulting Practitioner Problem Management
Certificate, ITIL v2 Service Manager,
ImiL v3 Expert, ITIL Master
Source; authors.
Data analysis

Qualitative data analysis was performed using MAXQDA, a widely recognized computer-
assisted qualitative data analysis software (CAQDAS). This tool was selected for transcribing the
recorded video interviews, organizing the content of each interview, and assisting in the
extrapolation of conclusions from the interviews. Given the substantial amount of information
collected from the eleven interviews, it was essential to adopt a systematic and rigorous
methodology. To this end, the Gioia methodology was applied (Gioia et a/, 2013) to maintain the
quality and authenticity of the data when refining raw data. As outlined by the authors, this
methodology seeks to provide a “systematic approach to new concept development and grounded
theory articulation that is designed to bring ‘qualitative rigor' to the conduct and presentation of
inductive research” (p. 15). It is important to mention that the research model of this study does
not fall under the "Grounded Theory" approach, as the goal is not to formulate new theories
through data analysis. Table 5 below presents the benefits of using this technique in the data
analysis step.
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Table 5. Features of the Gioia methodology in data analysis.

Step Key features

Perform initial data coding, maintaining the integrity of 1st-order (informant centric)
terms

Develop a comprehensive compendium of 1st-order terms

Data analysis Organize Tst-order codes into 2nd-order (theory-centric) themes

Distil 2nd-order themes into overarching theoretical dimensions (if appropriate)

Assemble terms, themes, and dimensions into a “data structure”

Source: authors.

In the first step, first-order concepts were defined by extracting significant fragments from
either transcriptions or descriptive data (Gioia et a/, 2013) and organizing them into categories or
first-order codes through open coding (Corbin & Strauss, 1990). In the second step, axial coding
was used to “relate categories to their subcategories” (Corbin & Strauss, 1990). By grouping
categories based on their similarities, it was possible to define the “2nd order themes,” which are
situated at a higher level of abstraction. To achieve the "aggregate dimensions," the same principle
was applied. Both the 2nd order themes and aggregate dimensions serve as analytical vectors that
align with the research focus of the present study. The results of these steps are described in table
6.

The aforementioned methodology allowed us to identify the dimensions of the topics
discussed, which were categorized in three main aggregate dimensions: ‘Relationship,’ ‘Impacts,’
and 'Factors.’ The ‘Relationship’ dimension includes ‘fit-for-use and adaptation for the cc model’
and ‘miL independence from the model,” which were identified in response to the first interview
question focused on ImL v3 2011. The ‘Impacts’ dimension includes ‘impacted processes of
ITIL/ coverage of the cc model and ‘impacts on the client and provider side," which were gathered
from the second interview question. Lastly, the third question in the interview guide aimed to
explore the ‘Benefits’ and 'Constraints' of providing IT services via cloud compared to the traditional
model, leading to the definition of the 'Factors’ dimension. All of this information was supported
by the first-order concepts, as previously indicated through the use of this method, which involved
extracting relevant data from the interviews.

Table 6 presents the coding of the interviews conducted. This study identified eight benefits,
which are in line with the literature (Wang etz al., 2021). The results show the different ITiL processes
affected with the adoption of cloud computing. Table 7 presents the experts' point of view
regarding the need of reframing/revamp (imiL v3 2011).
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Table 6. Data analysis procedure, steps and outcomes under Gioia methodology.

1st order concepts Sezal @t e
themes dimensions
Need of managing Cloud providers
Important role “in several aspects of strategy”
cc model has influenced ImiL latest evolution
“The Framework still relevant for both contexts"
imiL still can be used but not fully due to the “gaps in finance and
governance” .
There are bengﬁts of the cC model that “must be maqaged" zg:;;utisgn foraré(i
“mLv3 2011 is not adapted to the newest technologies that are cloud- o del
based” Relationship
“[...] when it comes to ImiL and Cloud adoption, the focus should be in
several aspects in terms of the strategy”
“[...] you can use ITiL for all your cloud solutions”
“ImiL will always be ITIL. In general, ITsm frameworks will be always
relevant both in on-prem and in Cloud context”
Approach must be the same regardless of the model used ML independence
“ITIL must have an agnostic approach when it comes to the technology”  from the model
Some of the ITIL v3 Processes were impacted by the cc model adoption
“Supplier management, the operational management with all these
suppliers must be performed differently”
“The change management must also be carefully reviewed" from the
provider side
“The biggest impacts are in the Service Transition (...) such as asset and
configuration management, release and deploy management and
change management”
“Supplier management would be the most important process in terms
of Cloud integration”
“There are two processes in which Cloud had a huge impact: Continuity
management and availability management”
. i . . Impacted processes
Incident and problem management [...] didn't change a lot in practice,
with the introduction of the Cloud" of mt. / coverage of  Impacts
. L - . CC model
“For instance, incident management is different in the Cloud”
“[.] Incident management remains the same, problem management
remains the same”
“ITIL covers, in its processes, the Cloud characteristics very good”
Strategy and design are the most important for the client because the
operational processes are more on the provider side
“Change management is impacted there because one of the cloud
characteristics is ‘on-demand self-service™
“All processes should be addressed in a different way. Some of them,
more than the others"
“The approach of ITiL shouldn't be different because of the Cloud
computing model”
https://doi.org/10.15446/innovarv35n97.103425 15
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1st order concepts

Second order Aggregate
themes dimensions

The client-side approach is different but “in the provider side is the
same”

“The change management must also be carefully reviewed. Frequently,
a Cloud provider must perform its technological evolution,” and “it may
affect the client”

“Probably, the more weight is on the customer side. Because in the end,
you're accountable and responsible for your own choice. For the
Provider, it's almost the same due to reputational or brand image risks"

Impacts on client
and provider side

o "Cost efficiency”
e Scalability and elasticity of computational resources
o Delegation of technical effort to the Provider

e Availability and business continuity

e “Focus on the core business”

e "Knowledge and volume synergies”

e "Access to latest technologies”
e "Quicker time-to-market"

Benefits

Factors

e "Exposure of data" due to unexpected privacy laws
e Effort in “choosing the most suitable provider”
e Proper transition planning

e “Lack of control” from the client-side

e Monitoring, transition, and “upskilling costs”
e Services “measured in providers terms”

Constraints

Source: authors.

Table 7. Interviewee's view about ImiL v3 2011.

Need of reframing/revamp

Main group/processes affected (rmiL v3

Interviewees Framework used (mLv3 2011) 2011)

Interviewee 1 MLv3 2011 No Change management, service asset &
configuration management

Interviewee 2 MLV 2011 No Service design and service transition
groups
Release and deploy management, service

Interviewee 3 miL 4 No validation, and  testing,  change
management, supplier management

Interviewee 4 TILV3 N/A Suppl_ler management, information and
security management
IT service continuity management,

Interviewee 5 mLv3 2011 N/A availability =~ management,  capacity
management

Interviewee 6 Other (s0C) No Incident management

Interviewee 7 miL 4 No N/A
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Interviewees Framework used Need of reframing/revamp Main group/ processes affected (ITiL v3

(mLv3 2011) 2011)

Change management, incident
Interviewee 8 ITIL V3 No management, service level management,

and continual service improvement
Interviewee 9 mLv3 2011 No Change management
Interviewee 10 1mLv3 2011 No None

Change management, incident
Interviewee 11 Other (Verism) No management, service level management,

capacity management

Source: authors.

For example, the study by Fiegler et a/ (2016) identified that the ITIL processes most
impacted were operation, transition, and design. Similarly, Cardoso et a/ (2018) and Karkoskova
(2018) found that all ITiL processes were affected. In studies conducted by Almourad and Hussain
(2014), the strategy processes were identified as the most affected. The study by Mahalle et a/
(2018) found that the impacted ITIL processes included service strategy, service design, service
transition, and service operation. In the present study, several ImiL processes, such as incident
management, service management, and configuration management, were impacted. These results
complement previous studies in the literature, which indicate that more than one ITiL process tends
to be affected.

Results and discussion

Insights gathered during the interviews revealed information about the frameworks used in
each interviewee's organization. Nearly 50% of participants indicated that miL v3 2011 is the
framework used for managing IT services. The other frameworks mentioned were ITIL 4, ITIL V3, SOC,
and Verism, each representing 18% of the responses. Regarding the need to reframe imLv3 2011,
all interviewees unanimously agreed that the cc model does not require reframing or revamping.
The impacts of the Cloud-based model were more pronounced in certain imiL v3 2011 processes.
Specifically, change management, incident management, and supplier management were
highlighted by 30% and 15% of respondents, respectively. Additionally, service asset and
configuration, supplier management, and capacity management were each identified by 10% of
interviewees.

Mahalle et a/ (2018) analyzed the need of having well-established imiL Operation processes,
focusing on incident management, SLA management, and change management, for the banking
and financial sector, in the Cloud-based architecture context. These processes are detailed in the
analysis performed, which focuses on the banking and financial sector, characterized by a
substantial cloud architecture involving multiple teams. A key finding is the high frequency of high-
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priority incidents, often leading to emergency changes within the cloud architecture. For this sector,
such incidents can result in significant financial losses. To reduce their occurrence, the authors
identify several contributing factors, including incorrect incident priority assignment, insufficient
training of csps, poor communication with stakeholders, unavailability of staff to perform changes
outside working hours, and incorrect approval of emergency changes by the Cloud service manager.
These risks can be mitigated by increasing the experience of the csp, implementing strict operational
controls, and enhancing collaboration between the entities and the csp.

Wang et al. (2021) performed a literature review to investigate the effects of the cloud-based
model on ITIL processes. The goal was to identify how issues within ITIL processes can be addressed
and to understand the role of the Cloud Computing model in achieving these solutions. The related
work results were categorized into two groups: cloud service providers and cloud server providers.
After analyzing the findings, the study presents two main conclusions:

1. The cc model significantly impacts not only the utilization of IT resources but also the role
of enterprise architecture, highlighting the increased need for irsm. When using a cloud-
based model, organizations can focus more on their core business activities while reducing
the costs associated with building information services. Consequently, 1Tsm frameworks
such as ImiL play a crucial role in managing cc, but they must be adapted to address the
specific needs and context of the cc environment.

2. There is no research activity about the application of the Cloud system with L, although
miL provides high-level guidance for organizations in the way the services are managed.
Introducing cloud systems in ITiL is a complex, costly, and risky task.

The benefits of the cc model for ITiL implementations are identified in figure 3. However,
migrating to the Cloud represents a serious decision and organizations must be aware of it. The
authors suggest that further research on these topics should be conducted through the adoption
of a broader method to the investigation design.

https://doi.org/10.15446/innovarv35n97.103425 18


https://doi.org/10.15446/innovar.v35n97.103425

Figure 3. Benefits of cc for ITIL.
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Source: Wang et al (2021).

We identified eight benefits and six constraints from ITiL experts. he benefits provide
significant value and contribute to the existing literature, aligning with the findings of Wang et a/.
(2021). Furthermore, the constraints offer a new perspective on the topic, which remains an area
of ongoing exploration.

Benefits:

e  Cost efficiency

e  Scalability and elasticity of computational resources
e Delegation of technical effort to the provider

e Availability and business continuity

e  Focus on the core business

e Knowledge and volume synergies

e  Access to latest technologies

e  Quicker time-to-market

Constraints:

e  Exposure of data

e  Effort in choosing the most suitable provider
e  Proper transition planning

e lack of control from the client-side

e  Monitoring, transition, and upskilling costs
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e  Services measured in providers terms

The results from the interviews revealed several key points regarding ImiL as a tool for
managing services within organizations. While imL v3 2011 remains applicable in the Cloud
context, two distinct perspectives must be analyzed: the client-side and the provider-side, as the
impacts of Cloud implementation on ITiL processes differ significantly between these groups.

From the provider-side perspective, ITIL serves as a framework for delivering more reliable
services. Consequently, the ‘service design’ process group must be addressed differently within the
Cloud context. On the client-side, ITiL must be adapted to reflect the characteristics of Cloud services,
as clients do not own the infrastructure, necessitating an adjusted management approach.

The impact of the Cloud-based model on miL processes should be viewed from both
perspectives; however, the impact on the client-side is more readily identifiable. In the service
strategy group, financial management must also be approached differently.

ITiL offers a flexible guide of best practices in its implementation and should remain agnostic
to the model used. Although ITiL has been perceived as somewhat bureaucratic due to certain
controls and processes, the latest version introduces new concepts such as Agife and DevOps. More
than merely adopting technology, it is essential to adapt processes to maximize the benefits of the
Cloud-based model, mitigate risks, and ensure that control is not lost.

Regarding specific ITiL processes, the impacts are particularly noticeable in the service design
and service transition process groups.

In service design, supplier management and service level management processes have
gained importance due to the increased reliance on external providers, necessitating a clear
understanding and agreement of contracts by both parties. Capacity Management is also critical
because of the elasticity and scalability characteristics of Cloud services. Additionally, Information
Security Management has become crucial, as vulnerabilities must be assessed, and providers must
ensure a robust disaster recovery plan for the client's data.

In the service transition group, change management requires a different approach; the
Cloud-based model allows for greater agility and automation, which may eliminate the need for
traditional change request and approval procedures. Service asset and Configuration management
also necessitates enhanced control over assets and their relationships. Through automation, it is
now possible to quickly provision servers, underscoring the need for vigilant asset management.

The latest version of ITiL is aligned with the Cloud context, representing a significant update
from the previous iteration and adapting to the digital age. This transition necessitates adjustments
to modern work practices and the integration of the latest technologies, including Cloud

https://doi.org/10.15446/innovarv35n97.103425 20


https://doi.org/10.15446/innovar.v35n97.103425

computing. Clients are increasingly demanding greater resilience and agility. Agility is defined as
the flexibility and speed with which organizations can implement changes to existing products and
services, while resilience refers to an organization's ability to recover from crises or disasters and
rebound effectively. These values are emphasized in ImiL 4, which leverages Cloud capabilities to
ensure that customer needs are met, and that optimal value is delivered. The guiding principles of
mL 4 can be effectively supported by Cloud capabilities, particularly when adopting an agile
working methodology. One interviewee noted a strong relationship between ImiL 4 and Cloud,
asserting that miL 4 is designed for the digital economy, with Cloud computing at its core. In
contrast, ITIL v3 was developed for an on-premises environment; however, despite its lack of
coverage regarding Agile, DevOps, Lean, and other contemporary practices, it remains suitable for
Cloud implementations.

The framework used by the interviewee is ITIL 4; however, he has previously worked with ITiL
v3 2011. Regarding miL v3 2011, the interviewee considers that the most significant impacts of
the Cloud are primarily felt within the service transition domain, particularly in areas such as release
and deployment management, service validation and testing, and change management. In the
service design domain, supplier management and financial management in the service strategy
have become increasingly important.

Release and deployment management, as well as service validation and testing, are
significantly affected by the technologies that the Cloud provides, especially in the context of
DevOps and continuous integration/continuous deployment (cicp), as Cloud facilitates automated
testing. Change management must also be approached differently due to the speed and flexibility
that the Cloud offers, allowing for a higher volume of change requests compared to the traditional
model, particularly when utilizing cicp.

In the service design domain, supplier management has gained importance, as suppliers now
play a crucial role in ensuring continuity, shifting much of the responsibility to the Provider. This
shift grants providers greater control than in an on-premises model.

From the service strategy perspective, financial management was identified as a critical topic.
The transition from purchasing to renting in the Cloud necessitates a different approach to cost
management. The interviewee noted that even within ITIL 4, this process requires enhancement, as
organizations are encountering unexpected bill shocks related to Cloud usage. Providers are
improving cost monitoring for users by implementing thresholds to help avoid unexpected
expenses. Thus, addressing Cloud pricing and bill shocks will be essential for future iterations of i
to ensure organizations have adequate controls to monitor their Cloud spending.

Interviewees recognize the benefits of providing services via the Cloud, noting that
implementing ITsm tools was a considerable challenge in the traditional 1T context. Typically, these
tools require customization, leading to efforts in bug fixing and communication issues between
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clients and vendors. Cloud-enabled service management allows practitioners to concentrate on
service delivery rather than managing infrastructure, platforms, and updates. However, there are
constraints associated with a Cloud-based model, such as data exposure in countries where data
privacy laws may not align with expectations. Therefore, it is crucial to select a reputable provider
that has the necessary mechanisms in place to meet organizations' data storage requirements.
These findings align with the literature review and contribute to the body of knowledge related to
IiL and cc.

Conclusions

The Cloud-based model offers several benefits for companies, along with associated risks,
which have been thoroughly examined in this study. Consequently, it is essential for organizations
to adapt both their internal and external procedures. Although the impacts of the Cloud are not
experienced uniformly by clients and providers, both parties must cultivate a close partnership to
maximize service delivery value. Transitioning to the Cloud is not merely a technical decision; it is
a business decision that also affects technical operations. Therefore, a strategic approach is
necessary, particularly in the financial domain, where costs must be accurately predicted in
conjunction with supplier relationships. Failing to do so may result in unexpected bill shocks, rather
than achieving financial cost-efficiency, particularly arising from operational and transition
domains.

Nevertheless, when it comes to the most significantly impacted ITiL v3 processes, change
management was frequently described as “completely different [..] from the on-premise
environment,” largely due to “the speed and flexibility that the Cloud provides" and the “control on
the Provider side," which introduces “additional responsibilities and risks." Incident management
was identified as the second most frequently mentioned process, primarily due to the “nature of
the incidents that arise from the Cloud Computing model,” which necessitates management “end-
to-end with the supplier,” especially since “control is delegated to the provider.”

Regarding the need of having a reframed ITIL version adapted to the Cloud, all interviewees
consider that the framework “is still applicable” and “does not need any revamp to support cloud
characteristics,” although this framework was “written having on-premise in mind."

Contributions to the scientific and business community

The sLr conducted indicates that there is a lack of comprehensive research on the specific
topics addressed in this study. Therefore, this research may contribute significantly to the field by
incorporating insights from knowledgeable professionals, thereby bringing empirical experience
into academic discourse.
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At the business level, as previously mentioned, there are critical implications that
organizations must consider when transitioning from a traditional on-premise structure to a Cloud-
based model. In this context, the objective of this study is to raise awareness among decision-
makers regarding the factors they should evaluate when migrating their services to the Cloud,
particularly from the client perspective. By implementing ITiL framework processes to guide IT
management, this study suggests that organizations can maximize the benefits of Cloud computing
while mitigating its associated constraints.

Limitations and future research

This research has some limitations. Firstly, the data collected was restricted to eleven experts
from nine countries. Out of the 40 invitations extended, only 13 professionals accepted, and two
of them acknowledged a lack of specific knowledge after introducing the interview questions. The
remaining 22 invited professionals were unavailable. We recognize that the schedules of Chief
Information Officers are often demanding; however, we will continue to seek the involvement of
more ImiL-certified experts to strengthen the conclusions related to Cloud computing and ImiL. The
valuable insights from the interviewees have undoubtedly enhanced the information available in
traditional literature and provided additional perspectives beyond the scope of this study.

According to the results of the SLR, there is significant potential for further research on
topics related to frameworks such as ITIL and the cc model. Additionally, for other well-known
ITsM frameworks, there has been a limited number of published studies. Applying the same
methodology to examine the specific ITIL v3 processes mentioned would be of interest, as would
exploring the implications of the newest version, ITiL 4, for academic research.
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Appendix A. Mail sent to the interviewees

Dear <Guest>

| would like to invite you to participate in the realization of my master's thesis on ITsm
frameworks and Cloud Computing.

The objective of the dissertation is to understand if the adoption of the Cloud Computing
business model requires that 1msm frameworks (the focus will be solely on ITiL) are updated in
compliance with their processes.

Your participation would be in the form of an interview with an expected duration of
approximately 1 hour. This interview would be recorded, using it for academic purposes only, with
the utmost secrecy, safeguarding the anonymity of the interviewees.

Due to your domain experience, it would be of great importance to be able to count on your
contribution that will certainly enrich this research.

Attachment B. Interview guide

In your opinion, what relationship exists in an 1TsMm structure (1TiL) and the adoption of the
Cloud (experiences in practice, synergies, benefits, and constraints).

Does the framework you are working with already cover the cloud characteristics?
1. If yes, where?

2. If not, where?

What benefits are there in providing IT services (those where ITIL/ITSM covers) via the
Cloud? (when compared to traditional 1T model)
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